OnucaHne TeXHUYECKON apXUTEKTYPbI

HacTosawumii [oKyMeHT COLePXMT OnmcaHue apxXuTekTypbl nnatdopmsl PIMS, npegHasHaveHHoM ana cbopa, 06paboTku, XpaHeHUs LaHHbIX O
TEXHONOrNYeckoM 060pyA0BaHNM M NPOLECCAX HA NPOMbILLNEHHbIX NPEeANnPUATANX.

Ha Cxeme 1 npefcTaBneHa apxmTekTypa nnatdopMbl, KOTOpas COCTOUT U3 creayowmx 6/10KOB: KOHHEKTOPOB cbopa AaHHbIX, cepsepHoro MO (84po),
XPaHUAULLA AaHHbIX U Fpaduvecknx web-npunoxeHuii. 4apo cuctemMsl NpeacTaBneHo HabopoM CEPBUCOB, KOTOPbIE B3aUMOLENCTBYIOT APYT C APYIOM.
[na ynpoLeHns NCnosib30BaHns CXeMbl CBSA3M MeX[Y CepBMCamMmM He 0ToBpaXkeHbl, OHM 0603HaueHbl B onncaHum cepsepHoro MO.
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Cxema 1. ApxuTekTypa nnatpopmbl

KoHHekTOop

KoHHekTOp npeacrasnset coboi nporpaMMHoe obecnevyeHne, KOTopoe YCTaHaBIMBAETCS B TEXHONOMMYECKOW CETU NpeAnpusTUs Ans cbopa AaHHbIX
(3HaYeHus TEroB) N3 UCTOYHUKOB M Nepefayn nx B nnatdopmy Yepes 6pokep COOBLLEHNN .

MporpamMma KOHHEKTOPA Peanm3oBaHa Ha A3blke C# 1 NPefcTaBniseT cobon yHMBEPCaNbHbIA MOAYb MOMyYEHMS AaHHbIX OT UICTOYHUKOB C MOMOLLbIO
pasHbIX MPOTOKO/OB. MapaMeTpbl 3anycka KOHHEKTOPa coaepkaTcs B daitne appsettings.json .

KoHourypaumto, B KOTOPOI COAEPKaTCA OCHOBHbIE HACTPONKM COopa AaHHbIX, KOHHEKTOP Noy4YaeT 13 naathopmbl (COOTBETCTBYIOLLEN OYepean
B6pokepa COOBLLEHWNIN) 1 COXPaHSeT B Gainl scrappers.conf .

KoHHeKTOp nmMeeT BO3MOXHOCTb MPUHSATb KOMaHAy Ha 6pay3MHr T3ros, rae nog 6pay3MHI’0M NOHNMaeTCAa OGHapy)KeHVIe BCeX AOCTYMNHbIX T3roB Ha
NCTOYHUKE.

KoHHekTOop copepuT nokanbHbin 6ydep - B, SQLite, no3sonstowwmi n3bexatb NoTepu AaHHbIX MEXAY NCTOYHUKOM U NaThopmMoli B Ciyyae, ecnm
MeX Ay KOHHEKTOPOM M NnaThopMON Kakoe-TO BPeMsi OTCYTCTBOBasIa CeTeBasi CBA3HOCTb.

KoHHeKTop nosyyaeT AaHHble OT UCTOYHMKA B COOTBETCTBUM C OAHUM U3 NOAAEPXMUBAEMbIX MM MPOTOKOJIOB, 3aMMCbIBAET X B JIOKaNbHbIN Bydep,
npeobpasyeT 3Ha4eHNs B cOobLLeHMs dopMaTa Protobuf M OTNPaBAseT B 6pokep coobLLeHNIn B COOTBETCTBYIOLLYIO ovepeap. [ocne oTnpaBku B
nnathopMmbl JaHHbIE MOMEYAIOTCS Ha yAaNleHVE U YAANA0TCS B TeYeHWe 3aJaHHOro BpeMeHu. Ecnv aHHble He MoMeYeHbl, TO NPOoM30iMaeT NOBTOPHas
norbiTKa OTNPaBkK 1x B nnatdopmy. NpeobpasoBaHne coobLueHus 13 popmaTta Protobuf MPOUCXOAUT B CEPBUCE MAATHOPMBI.

CepsepHoe 10

CepsepHoe N0 nnun s4po NnathopMbl NOCTPOEHO B GpopMaTe CePBUC-OPUEHTUPOBAHHOI apPXUTEKTYPbI 1 COCTOUT U3 Bpokepa coobLueHui, Habopa
cepBUCOB 1 6a3 faHHbIX KOHPUrYypPaLMIA.

Bpokep coo6LeHnit CNyXXNUT BXOAHbIM Oydepom NakeToB AaHHbIX, @ TaKXXe KaHaNoM nepeaaqn AaHHbIX Mexay cepBrcamm nnatdopmsbl. Pacnonaraertcs B
KopnopaTnBHOI ceTu. B kauecTBe 6pokepa coobLeHnin ncnonbayetcs Kafka.



Basbl gaHHbIX KOHPUIypPaLMM CEPBUCOB SBASIOTCS XPaHUIULLEM HAaCTPOEK CEPBUCOB U NNaThopMbl. B kauecTBe cnuctemsl yrnpasneHns 6azaMu JaHHbIX

ncnonb3yeTcsi PostgreSQL.

Cepeucbl NnaThopMbl NPeacTaBsioT cobon web-cepBuchl U npegHasHaveHbl 4ns 06paboTKM AaHHbIX, NOCTYNaoWWMX B NiaTdopMy 1 CoXpaHeHne
3Ha4YeHUI B XPaHUULLE AaHHbIX.

Cepaucbl nnaTPopMbl peannsoBaHbl Ha a3bike C#. Kaxaplil cepBUC OTBEYAET 3a KaKy0-TO U3 GYHKLUMI NnaTdopMbl U B3aMMOOENCTBYET C APYrMMU
cepBucamMm Hanpsamyio 1 nocpeacteom APl nnatdopmsbl. Huxke B Tabnumue 1 npeactaBieHo onmMcaHne Kaxkaoro 13 CEPBUCOB.
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Tabnuua 1. Undopmauus o cepeucax N CopTtuposka Q Mowmck
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Cepsuc 63keHaa CepBuc oTBEYaeT XpaHunuie

MHeMocxem 3a CepBeEpPHYIO KOHUrypaumi

(Mnemo Backend) YacTb pefakTopa (PostgreSQL), S3
MHEMOCXeM U coBMecTMMoe
XpaHeHue XpaHunuLLe
6ubnmnotekn (Minio)
rpaduyeckmnx
3/1EMEHTOB,
MHEMOCXeM U UX
nepapxmn.
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XpaHunuwe gaHHbIX

XpaHunuieM gaHHbIX BbiCTynaeT 6a3a AaHHbIX BPeMEeHHbIX PSAA0B, KOTOPas XPaHUT 3HAYEHUS TaroB, MPMHMMaeMbIX NnaThopPMON, a TakxKe BCe AaHHble,
reHepvpyemble Natopmor (HoBble NPOM3BOAHBIE T3, PACYETHbIE 3HAYEHNS OKOHHbIX GYHKLMIA, CMIMCOK TPeBor). B kauecTBe 6a3bl 4aHHbIX
ncnonb3yetcs ClickHouse.

B oTtoenbHbix TaGJ‘IVILLaX XPaHATCA: 3Ha4YeHUs BPeMeHHbIX PAA0B AN1A Teros, NCTOPUA TPEBOT U Pe3YNbTaTbl BbIYNCNEHNI OKOHHbIX d)yHKLlVIIz.

OnNTMMM3aLmMs NOUCKa U MNONYYEHNS aKTyaslbHbIX 3HAaYEHUN JOCTUrAaeTCA 3a CYET MCMOMb30BaHUS MaTepMann3oBaHHbIX NpeacTasneHuii (materialized
view) B ClickHouse.

OrpaHunyeHne onepaunin 3annucu 1 YyTeHns 13 B ocywecTenseTcs Ha ypoBHe CEpPBUCOB.

Mpaduueckne web-npmnnoxkeHus

[lnsa B3aMmMopencTBms Nonb3oBaTens C cepBrucamm NnaTdopMmbl, a Takxe A1 NosyyYeHus AocTyna K ee GyHKLMOHANbHOCTH, peann3oBaHbl 2 rpaduyeckmx
npunoxeHus: Mpabuyeckunin UHTEpdenc agMMHUCTPaTopa u ABTOMaTU3MpoBaHHoe pabouee MecTo.

Ipaduueckuii HTepdeiic agMUHUCTPaTopa NpeacTasnseT coboi web-npunoxeHne, Nno3esonsioLLee ¢ noMoLbio APl KOHOUIypUpoBaTb CEPBUCHI U
HaACTPOVKM paboTbl NNaTHopPMbI.

Takxe rpadpuueckunin nHTepderc No3BoNseT NPOCMaTPUBaTh TEKYLLME 3HaYEHNS BbIGPaHHbIX T3roB, 06paboTUMKOB, NepeMeHHbIX 0ObeKTOB 1 TPEHAbI
M3MEHEHUS 3TUX 3HAYEHUI.

ABTOMaTU3MpPOBaHHOE pabouee MecTo NpeacTaBNseT cobon web-npunoxeHve s Co3faHns U PeJakTUPOBaHMS MHEMOCXEM U AMCreTyepusaLmm
Tpesor. MpunoxeHue NPeaoCTaBNseT BOSMOXHOCTb OTOBPaXKEHMS MHEMOCXEM B PEXMME MPOCMOTPA C BO3MOXHOCTbIO OrPaHNYEHHOrO
B3aMMOAENCTBUSA C NNaTdopPMoit (KBUTUPOBAHUS TPEBOT, 3aMpPOC OTYETOB).

O6a rpaduryeckmx NPUIOKEHUS Peannu30BaHbl Ha A3blke Javascript .

Oba NpunoXxeHns B3anmMoaencTByioT ¢ cepBepHbiM MO nnatdopmebl nocpeacteom APL. JocTtyn k APl ocyuecTBnseTcs Ha OCHOBaHUN TOKEHa,
nosly4aemMoro nosnb3oBaTesieM Npu ayTeHTudrKaumm n astopmsaumm B KeyCloack.

TokeH coaepXXnT MHPOPMaLLMIO O NepeyHe ponei, Ha3Ha4eHHbIX NONb30BaTEN0, HA OCHOBAHUM KOTOPbIX B NpUoXeHusx Mpadburyecknin nHtepdeic
aAMUHKCTpPaTopa U ABTOMaTU3MpOBaHHOE paboyee MecTo CTaHOBUTCS JOCTYMHOMN YacTb GyHKLMOHANA.

TexHONnoOrn4yeckui crtek

e Backend - .Net un EntityFramework.

e Frontend - Typescript + Vue 3 (composition api), pinia, vite, primevue.

e B[ - ClickHouse, Postgres, S3 xpaHunuie (MinlO).

o AyTeHTUdMKaLMS 1 yNpaBieHne BHYTPEHHUMK Nonb3oBaTtenammn Cuctemol Ha 6ase Keycloak.

e Cb6opka B Docker koHTelMHepax, opkecTpaLmsa KoHTelHepoB Ha 6a3e Kubernetes.

e Peanusaumna EDA Ha 6a3e Kafka.

e VIHTerpaumsa c BHeWHUMK cucteMamu Ha 6a3e: REST JSON.

o TecTupoBaHWe B pyYHOM pexxnmMe Ha 6a3e paspaboTaHHON BUBAMOTEKM TECT-KECOB.

o XpaHeHune kopa, C\CD - Ha 6a3e GitLab.

e Pa6orta c noramu n metpukamm - Opensearch + OpenSearch Dashboards, Prometheus/VictoriaMetrics + Grafana.



